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By submitting your completed Assessment Form to the eSafety Label portal you have taken an
important step towards analysing the status of eSafety in your school. Congratulations! Please
read through your Action Plan carefully to see what you can do to improve eSafety further in your
school. The Action Plan offers useful advice and comments, broken down into 3 key areas:

infrastructure, policy and practice.

Infrastructure

Technical security

» Itis good practice that your ICT services are regularly reviewed, updated and removed if no longerin use.

* Yourschool system is protected by a firewall. Ensure that the provision and management of the firewall are

regularly reviewed and updated, as and when required.

» Itis very good that all your school devices are virus protected. Make sure you also have included a paragraph on
virus protection in both your school policy and your Acceptable Use Policy, and ensure that staff and pupils

rigorously apply school guidelines. If you need further information, check out the fact sheet on Protecting your

devices against malware at www.esafetylabel.eu/group/community/protecting-your-devices-against-malware.
Pupil and staff access to technology

* There are clear advantages for staff and pupils to bring their personal devices to school and to access internet
on them. Besides supplementing the technical equipment available at school, this provides an important link
between learning at home and at school and an opportunity to guide young people in responsible use.
However, staff and pupil use of their own equipment on the school network needs to be addressed in an
Acceptable Use Policy so that users are clear about which networks they should use and why. The Acceptable
Use Policy needs to include clear guidance about which activities are permitted while on the school network, and

what is not allowed.

Data protection

* You have a good policy of encrypting pupil data and storing it safely. Ensure all new staff made aware of the
procedures for encryption and data handling and that there is a named point of contact acting as the data
controller for your school. Upload to your school profile some guidelines about protecting sensitive data through

an encryption system so that other schools can benefit from your experience.

» Itis good that your school provides materials on the importance of protecting devices, especially portable ones.
Ensure that staff are aware of these and use them. This material should be pointed out to new staff as part of

their induction. Please consider uploading those as evidence at evidence and sharing with others in the forum.


https://www.esafetylabel.eu/group/community/protecting-your-devices-against-malware
http://www.esafetylabel.eu/group/teacher/resource-upload

Also ensure that your materials are regularly reviewed to ensure they are in line with the state of the latest

technology.

* Having your learning and administration environments together can create a security risk. Ensuring security of
staff's and pupils’ private data is a fundamental role of the school. We recommend that your appointed eSafety
manager/ICT coordinator, together with the staff and a technical expert, define and implement a strategy for
separating learning and administration environments or ensuring the equivalent highest level of security

between them. Read the fact sheet on Protecting sensitive data in schools at

www.esafetylabel.eu/group/community/protecting-sensitive-data-in-schools.

* Your new users are given a standard password and are asked to generate their own password on their first
access. Passwords offer unique entry points into the school computing system and some basic rules of

password security should be rigorously applied. For further information, read the fact sheet on Safe passwords at

www.esafetylabel.eu/group/community/safe-passwords.
Include these rules in your Acceptable User Agreement and avoid giving new users a standard “first access"

password.

Software licensing

* You need to make sure that all the software in your school is legally licensed and that copies of the licences are
held centrally. You also need to check with whoever supports your IT systems that the software will not
compromise system security. Your school should develop a clear policy for software acquisition and it is good

practice to centralise this process wherever possible.
¥ Itis good practise that the member of staff responsible is fully aware of installed software and their license status.

IT Management

Policy
Acceptable Use Policy (AUP)

* This is good teaching practice, but you need to consolidate it with a section dedicated to mobile phone usage in
your School Policy and your Acceptable Use Policy. Consult all stakeholders to develop this; the fact sheets on

Using mobile phones at school (www.esafetylabel.eu/group/community/using-mobile-device-in-schools) and

School Policy (www.esafetylabel.eu/group/community/school-policy) will provide helpful information.

¥ Itis essential for all schools to have an Acceptable Use Policy (AUP) for staff and pupils. Consult with all

stakeholders to draw up an AUP urgently. See the fact sheet and check list on Acceptable Use Policy at

www.esafetylabel.eu/group/community/acceptable-use-policy-aup-.
Reporting and Incident-Handling

* There needs to be a clear procedure for dealing with material that could potentially be illegal which takes into
account law enforcement issues. There should be a named person from the school senior leadership team who

takes overall responsibility in this type of case, and the procedure needs to be clearly communicated to all staff in
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https://www.esafetylabel.eu/group/community/safe-passwords
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https://www.esafetylabel.eu/group/community/acceptable-use-policy-aup-

the School Policy, and to staff and pupils in the Acceptable Use Policy. Remember to report any suspected illegal

content to your national INHOPE hotline (www.inhope.org).

» Itis a pity not to share the details and solutions applied to bullying incidents both with the staff members and via
the eSafety Label incident handling form. Only in this way can you learn through experience and the successful
incident handling practices of others. You should also make sure that anti-bullying guidelines are given to pupils

and staff in your Acceptable Use Policy.

* Online issues that take place outside of school will inevitably have an impact inside school. Consider whether the
school needs to make a statement about how such issues will be dealt with in the School Policy and the
Acceptable Use Policy. Don't forget to anonymously document incidents on the Incident handling form

(www.esafetylabel.eu/group/teacher/incident-handling), as this enables schools to share and learn from each

other’s strategies.

» (Cyber)bullying can be a serious problem and a whole-school approach should be taken to tackle it with a zero

tolerance strategy. Read more about it in the eSafety fact sheet area.
Staff policy

»* You have guidelines in your Acceptable Use Policy (AUP) on teachers’ classroom usage of mobile phones.

Upload your AUP to your school profile as it is a model of good practice that can help other eSafety Label schools.

* In your school user accounts are managed in a timely manner. This is important as it decreases the risk of

misuse.
Pupil practice/behaviour

* When discussing eSafety pupils at your school can sometimes provide feedback on the activities . Involve them

as much as possible so that the teacher recognises real life issues while the pupils are more engaged.
School presence online

* While your school has an online presence, pupils cannot take part in shaping it. Explore if there could be a way to
involve pupils, maybe as part of a digital council. It's a great opportunity to learn about media literacy and related
issues. It also can help to establish a peer network of support. Find out more about in the eSafety Label fact

sheet.

Practice

Management of eSafety

¥ Appoint a person who will have overall responsibility for eSafety issues. Ideally this should be someone from the
senior leadership team. Ensure that this person is involved in the development and regular review of your School
Policy. She or he should not only be informed, but should also fill out the Incident handling form whenever an

incident arises at www.esafetylabel.eu/group/teacher/incident-handling.

» Consider appointing a governor or board member who provides a liaison for eSafety issues. Consider also


http://www.inhope.org
http://www.esafetylabel.eu/group/teacher/incident-handling
http://www.esafetylabel.eu/group/teacher/incident-handling

reporting on the number and type of eSafety incidents to the governing body on an annual basis when you also

review your School Policy. See our fact sheet on School Policy www.esafetylabel.eu/group/community/school-

policy.
eSafety in the curriculum

* These issues are very topical at present and it is important to raise awareness and provide pupils with
opportunities to discuss concerns and ask questions. Consider integrating some education around these issues

into the overall eSafety curriculum.

» eSafety needs to be embedded across the whole curriculum regardless of whether this is a statutory obligation
in your country. There are several very good schemes of work freely available which will support this; for further

information see the fact sheet sheet Embedding eSafety in the curriculum at

www.esafetylabel.eu/group/community/embedding-online-safety-in-curriculum.

» Itis good practise that in your school Cyberbullying is discussed in the curriculum with pupils from a young age.

Extra curricular activities

» Use Safer Internet Day as a mechanism to get the whole school community involved with online safety. The
information and resources available at www.saferinternetday.org offer an ideal opportunity to promote peer

advocacy activities.

Sources of support

» Dobro je, da starSem nudite podporo v zvezi z e-varnostjo, ko sito Zelijo. Premislite, ali bi bilo dobro vse starse
redno obvescati prek spletne strani ali prek povezav v Solskem e-glasilu. Morda imate lahko tudi roditeljski

sestanek. Poglejte si smernice o informacijah za starse na www.esafetylabel.eu/group/community/information-

for-parents, kjer boste nasli gradiva, ki jih lahko posredujete starSem, in ideje, ki jih lahko uporabite na roditeljskih

sestankih.

* Young people are more open to advice from their peers. Consider offering optional courses and/or school
rewards on eSafety topics or similar that stimulate expert knowledge in pupils that then could become a point of

reference for their peers.

Staff training

* In your school knowledge exchange between staff members is encouraged. This is beneficiary to the whole
school. Upload PowerPoints, documents or similar of knowledge exchanges on eSafety topics via the uploading

evidence tool, accessible also via the My school area.

» All staff need to be regularly updated about emerging trends in eSafety issues. Consider a needs-analysis to

determine what different staff need from their training and consult the eSafety Label portal to see suggestions for

training courses at www.esafetylabel.eu/group/community/suggestions-for-online-training-courses.

The Assessment Form you submitted is generated from a large pool of questions. It is also useful

for us to know if you are improving eSafety in areas not mentioned in the questionnaire. You can
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